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BlockVOTE : An Architecture of a
Blockchain-based Electronic Voting System

Chinnapong Angsuchotmetee! and Pisal Setthawong?

ABSTRACT

Voting is an essential activity in modern democ-
racy. To facilitate the voting process, there were
several attempts on proposing an electronic voting
system such that, the voting and tallying processes
can be done efficiently and the results would be ac-
countable to the public. To date, however, an on-
line electronic voting system has been rarely adopted
in practice due to the possibility of having the vot-
ing result tampered through vote-rigging or cyber-
attacking. In 2009, the blockchain algorithm was
proposed by Satoshi Nakamoto. Blockchain is a tech-
nique for recording transactions between self-auditing
ledgers in an open, distributed, permanent, and ver-
ifiable manner. Even though blockchain was origi-
nally designed for a financial applications, it is possi-
ble to apply blockchain to other domains, including in
the implementation of an online decentralized-based
electronic voting system. In this study, the architec-
ture of a blockchain-based electronic voting system,
named BlockVOTE, is proposed. The architecture
design and all related formal definitions are given.
To validate the proposal, two Block VOTE prototypes
were implemented using two different blockchain ap-
plication frameworks. The performance analysis of
both versions of the prototypes are given. The anal-
ysis of both technical and management aspects on
the possibility of adopting the proposed decentral-
ized voting system in an actual voting scenario is also
given at the end of this study.

Keywords: Blockchain, Voting System, Electronic
Voting Systems, Decentralized Applications

1. INTRODUCTION

Democracy is arguably considered the best form of
government. Democracy as a system provides safe-
guards against the total corruption of those in power
and guarantees the citizens the rights and freedom of
the majority. One of the mechanisms in democracy is
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the process of elections. Election is a process in which
the population chooses individuals to hold public of-
fice, in which the elected individual will represent the
needs of the public usually though the voting process.

As the voting process itself is considered as one
of the most important mechanisms of democracy, it
is important that the voting system used should be
as accurate, efficient, and effective as possible. From
the past, voting systems are usually based on a cen-
tralized system, in which there is a voting author-
ity that oversees organizing voting, tallies the voting,
validates the voting, and declares the results of the
voting. The process of holding elections of a huge
population is considered a time-consuming, expen-
sive, and fraud-prone undertaking, but a necessary
undertaking in the democratic process.

There had been attempts to improve the voting
process by application of technology [1] by using elec-
tronic voting systems and online voting system to
help streamline the centralized voting system, but
the adoption has not been widespread due to a myr-
iad of reasons ranging from the cost, lack of flexibil-
ity, oversight approval, and the lack of infrastructure.
Another concern of electronic voting systems relies
mostly on a centralized-based architecture. Voting
results could potentially be tampered by personnel
who have access to the electronic voting systems, or
could potentially be tampered by cyber-attacks if the
system is online.

Due to the challenges, many elections still rely
on simple paper-based ballot systems in voting, and
technology aids in an election has not been used ex-
tensively. As many elections still utilize traditional
voting systems, there are many issues that persist.
The issues of fraud, voting authority bias, expensive
undertaking, and slow process of tallying the voting
are issues that will plague voting with these tradi-
tional systems. In an ideal case, a voting system
should be efficient as an online voting system and
the result to be resilient to tampering similarly to an
audited offline ballot-based voting system.

In 2009, an emerging financial technology so-called
Bitcoin, has been proposed by Satoshi Nakamoto [2].
Bitcoin allows financial transactions, typically pro-
cessed in a centralized manner, to be processed in a
decentralized approach through the underlying mech-
anism called the blockchain. The blockchain mecha-
nisms enable users to make and record transactions
in a distributed, efficient, permanent, non-violable,
and verifiable manner. By adopting blockchain, users
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in Bitcoin can exchange cash directly in a peer-to-
peer manner while every transaction is guaranteed
to be trustable without relying on a centralized con-
trol from a central banking system. The capability
of recording global transactions in a distributed, yet
secured and verifiable manner, makes researchers and
industrialists have applied blockchain approaches in
many different applications domain, not limited to
only financial application. For example, a study in
[3] applies blockchain in a medical data sharing ap-
plication. A study in [4] applies blockchain in a lo-
gistic monitoring application. To date, however, the
suitable method, design, and implementation of the
application of blockchain in an electronic voting sys-
tem are still being proposed.

In this study, the requirements for a suitable
decentralized-based electronic voting system are iden-
tified. The proposal of the architecture design and
all the related data models of such a system are de-
scribed next. The proposed architecture is named the
BlockVOTE: A Blockchain-based FElectronic Voting
System. The implementation detail of BlockVOTE
is also given and the validation experiment has also
been conducted.

The organization of this paper is as follows. Sec-
tion 2 describes the motivation scenario. The selected
scenario is a political election. Challenges on propos-
ing a high-security voting system are given and dis-
cussed against the given scenario in this section. This
section follows by Section 3 which describes related
studies and state of the art of blockchain. The pro-
posed BlockVOTE is described in Section 4. The
implementation and validation experiments of Block-
VOTE are described in Section 5. The experiment
results and challenges are discussed in Section 6. Sec-
tion 7 concludes the study.

2. MOTIVATING SCENARIO: A POLITI-
CAL ELECTION

An election is a process in which the population
chooses individuals to hold public office. The elected
individual will represent the needs of the public usu-
ally through the voting process. In general, a central
voting authority is responsible for overseeing, orga-
nizing, validating, and announcing the result of the
election in a centralized manner. The choice of how
the voting system is organized can be varied depend-
ing on the choice of the voting authority of each or-
ganization or country. In general, there are three
main types of the voting system which are (i) ballot-
based voting system, (ii) electronic-based voting sys-
tem, and (iii) online voting systems. The votings sys-
tems are centralized in nature and are described as
follows.

2.1 A Ballot-based Voting System

The most common centralized voting system is a
ballot system. In a ballot system, every authenti-

cated person that is approved by the voting author-
ity would be considered a voter. Each of the voters
would be given a ballot, which is usually a small piece
of paper. The voter would then select one of the pos-
sible choices before casting their ballot into a box at
a polling station. An example ballot taken from the
political election of Thailand is given in Figure 1.

Fig.1: Ballots used in the political election of Thai-
land

After the voting period is over, the voting author-
ities would usually carry the boxes that are filled
with the voters ballots and bring them to a pub-
lic place that was reserved for voting tallying. The
boxes would be open, and each of the ballots would
be checked for correctness, and the votes would be
classified publicly. To help authenticate the tallying
process, stakeholders in the voting would usually be
presented to witness the vote tallying process.

Traditional ballot-based voting systems suffer from
many disadvantages. For the voting process, the
preparation of a paper-based voting ballot is an ex-
pensive endeavor. The paper ballots must be pre-
pared beforehand to account for all potential vot-
ers for every polling station. These ballots are not
reusable. Preparing the ballots, in turn, becomes an
expensive undertaking that is also time-consuming to
print out all the ballots. Another major issue found
is during the voting tally. The voting tally is a man-
ually intensive process. Due to the nature of the
tally process, it is time-consuming to examine each of
the ballots, classify the ballots, and tally the votes.
The tallying process itself becomes time-consuming,
error-prone, and is easy to tamper with if the voting
authorities are biased and there are no stakeholders
monitoring the tallying process.

2.2 An Electronic-based Voting System

To improve paper-based ballot systems, the us-
age of electronic voting systems is one possibility.
Electronic voting systems utilize electronic ballot ma-
chines or electronic voting machines (EVM) in voting.
These machines are electronic devices that are used
in balloting purposes and could help improve tradi-
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tional ballot-based systems in the voting and/or the
tallying process.

EVM comes in many types and forms [5]. Sim-
ple EVM may provide a small degree of automation
such as allowing voting in the machine and the ma-
chine will prepare the ballot that would be placed in
a box for later tallying. Some of the EVM stores the
voting results in electronic format, allow faster tally-
ing. Some of the EVM systems allow even the usage
of private networks, or Internet services such as the
transmission of tabulated results after voting results,
or even in online voting systems that would be dis-
cussed in the next section. An example of an EVM
is depicted in Figure 2.

The usage of EVM must comply with the set of
standards that are established by the voting authori-
ties, and be approved for usage after extensive tests.
The EVM in nature would have detailed requirements
that should offer a high degree of security, privacy, ac-
curacy, swiftness, verifiability, accessibility, and scal-
ability.

Though EVM offers many advantages, the high
cost of EVM machines is one major factor behind the
slow adoption of EVM in voting systems. Another is-
sue that has been widely reported is that many EVM
has been poorly implemented, and voting fraud was
reported on the platform [6]. This should not reflect
against the performance of EVM in general as the
issues of voter fraud are usually from poorly imple-
mented security schemes behind the EVM machine
that could be rectified with more secure software and
hardware design [7].

Fig.2: Example of Electronic Voting Machine from
the Political and Electoral Development Institute,
Thailand

2.3 Online Voting Systems

A variation of electronic voting systems is to allow
the voting to be conducted online, via online network
systems such as the Internet [8][9] or private networks
that are set up by the voting authorities. By utiliz-
ing online voting systems, there are many advantages
when compared to electronic voting systems and tra-
ditional ballot systems. Due to the online nature of
the voting systems, the ballots are done online, which
removes the expensive requirements of the prepara-
tion of the ballots found in traditional ballot systems.

When tallying the results, the votes would be sent to
the central server, which makes the tallying process
simple, efficient, and effective when compared to early
systems.

Though online voting systems offer many advan-
tages over older centralized voting systems, the voting
authorities must tackle an increased number of tech-
nical issues. One of the issues is the implemented
voting system and server infrastructure. The system
should be robust enough to authenticate and allow
many simultaneous users to cast their votes without
significant delays or errors. The system should also
be robust enough to prevent unauthorized access to
the server and the results of the voting. The secu-
rity aspects of online voting systems are extremely
complex, contain many points of attacks and vulner-
ability, in which attackers only need to exploit one of
the points to change the voting results or potentially
invalidate parts or all of the voting [9]. Attacks such
as a distributed denial of service (DDOS) attacks can
disable the election network. Attacks on the DNS
can potentially cause election stations to be unable
to route the voting to the election server. Malware
installed on client-side machines can cause the votes
to be incorrectly cast. Unauthorized access on the
voting server could allow modifications to the voting,
leading to a different result. Due to the complexity,
there are many attacks that could be done, and the
attacks could be difficult or even impossible to recover
from.

When considering security, it is easy to explore
only external threats to online voting systems. How-
ever, the paradox is that the most dangerous security
threat of online voting systems is from the voting au-
thorities themselves. It is possible for members from
the voting authorities with access to the server to
conduct voting fraud. Voting fraud can consist of
removing or manipulating the results of the voting.
This type of voting fraud cannot be easily discovered
by stakeholders when infractions happen, and there
must be complete trust with the voting authorities.
This issue would not happen if the voting authori-
ties could be trusted. If not, additional features on
the voting system would have to be implemented to
allow the back checking of the voting results. This it-
self is a complex system if the requirement of voting
anonymity must be maintained.

2.4 Challenges: A High-Security Voting Sys-
tem

In an ideal case, every election prefers a voting
system that is guaranteed to be highly secured and
tampered-proof, while the tallying process and result
announcing are kept to be as efficient as possible.
Based on the existing systems, none of the major
approaches would be able to provide all the aspects
required. Traditional ballot systems are expensive
and time-consuming but provides some form mecha-
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nisms against tampering. EVM addresses some of the
issues of making the tallying process more efficient,
but some implementations are prone to tampering.
Online systems though offering many advantages are
generally easier to tamper and offer less accountabil-
ity than other approaches.

Due to the shortcomings of existing approaches,
the proposal of an alternative approach is recom-
mended. The new approaches should be able to ad-
dress the following challenges:

o Securing Network Infrastructure: A highly secured
electronic voting system must ensure that all network
infrastructure related devices must be able to with-
stand all kind of cyber-attacking;

e Securing Voting Data: A highly secured electronic
voting system must keep all the voting data in such
a way that the result can always be available for tal-
lying while ensuring that all the data cannot be tam-
pered either through cyber-attacking nor cheating by
internal officers;

o Trust Management: A highly secured electronic
voting system must be able to prove to every voter
that all the vote records and results are 100% reliable
and trustable to all related parties.

3. RELATED STUDIES

This section is dedicated to discussing related stud-
ies on blockchain and its application. This section
begins with the introduction to blockchain and appli-
cations related to blockchain. It follows by the survey
and discussion on the existing studies which propose
to use blockchain in a voting system.

3.1 Blockchain: Background

The term Blockchain refers to the algorithm for
handling transactions between peer-to-peer ledgers in
such a way that every ledger within the network can
all agree on the same consensus without relying on a
centralized server. At first, blockchain was designed
to be used for supporting transaction processing in
Bitcoin [2]. The main idea of blockchain and Bitcoin
are depicted in Figure 3.

The main purpose of Bitcoin is to propose a de-
centralized banking system where each transaction
between ledgers can be made directly without relying
on a centralized server for validating transactions. In
a centralized system, there is a central authority that
validates transactions in the system. In a financial
system, there may be an authority such as a cen-
tral bank. In Bitcoin, instead of relying on a central
bank, other ledgers in the Bitcoin ecosystem will at-
tempt to validate the validity of the transaction on
their own. The reason why the algorithm behind Bit-
coin is named blockchain is the fact that each trans-
action within the ecosystem is modeled as a Block.
A newly created block can only be connected to the
shared global chain of blocks only if the block is val-
idated by all ledgers within Bitcoin ecosystem to be

Shared Global Knowl edge (Chain of validated Blocks)

Bitcoin
Ledger

Bitcoin
Ledger

BEin @

Bitcoin
Ledger

Fig.3: Bitcoin: Architecture

valid. This helps Bitcoin to keep all transactions to
be highly-secured, non-violable and tampered-proof
without relying on a central bank to validate a trans-
action.

Blockchain is proven to be effective in mak-
ing Bitcoin to be a decentralized cryptocurrency-
based ecosystem which ledgers can freely exchange
their cryptocurrency credits without relying on any
centralized-based banking system while ensuring that
every transaction made is secure and trustable to
every ledger [10]. Such a capability of blockchain
makes both researchers and industrialists envisioned
that it is possible to apply blockchain in other ap-
plication domains. However, the original proposal of
blockchain, as proposed in [2], cannot be extended to
support a business logic that is more complex than a
simple financial transaction. This has led to the ex-
tension of blockchain algorithm such that, a block can
be embedded with a built-in programmable function
to support a custom business logic. Such an extension
is regarded as a smart contract feature of blockchain.
A smart contract is an autonomous process that is
capable to regulate the flow of transactions within a
blockchain network such that a specific set of pro-
grammable instructions that every ledger is agreed
on can be executed each time a predefined action or
events within blockchain network are made [11].

Nowadays, blockchain and smart contract are
deemed to be suitable for storing global knowledge
and business logic for any application domain in a
distributed manner, while maintaining the security
and the privacy of the stored knowledge. Some exam-
ple application domains which utilizes blockchain in-
clude medical record storage [12], supply chain man-
agement [13], video-on-demand [14], and authentica-
tion systems [15].
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3.2 Blockchain in a Voting System

The possibility of adopting blockchain in a vot-
ing system is mentioned in several studies [16][17].
To date, even though blockchain is still recognized
by as an unnecessarily complicated technology', i
benefits on being able to secure all the result, ensur-
ing anonymity and yet tampered proof, can still at-
tract researchers to study the possibility on adopting
blockchain to a voting system in practice.

One of the significant study in recent years is in
[18]. This study is one of the earliest which proposes
the usage of a smart contract mechanism for using in
an election. The preliminary architecture design is
presented and discussed. The suggestion on the pos-
sibility of implementing the proposed architecture in
practice is also briefly described. Another significant
study is in [19]. This study addresses a more pre-
cise implementation detail on using a smart contract
mechanism on designing an electronic voting system.
However, the proposal as given in this study is too
limit to the Ethereum framework?. Hence, the ar-
chitecture as proposed in [19] might not be generic
enough to be adapted to other blockchain implemen-
tation frameworks, or other application domains be-
side a political election (e.g., internal poll, referen-
dum).

Studies in [20][21][22] are also proposed their own
design of a blockchain-based election system. Each
of these studies proposes their own version of an elec-
tion system using blockchain. However, most of these
studies, similar to [18] and [19], do not proposed a
complete design of a voting system framework which
includes (i) a data model design (ii) a smart con-
tract design (iii) generic implementation guideline
such that, the system can be easily replicable or reim-
plemented publicly.

4. BLOCKVOTE: AN ARCHITECTURE OF
A BLOCKCHAIN-BASED ELECTRONIC
VOTING SYSTEM

In this study, the architecture of a blockchain-
based electronic voting system called BlockVOTE is
proposed. This section describes the architecture
overview, data models, algorithms, and all related
formal definitions. The details regarding the imple-
mentation of the proposed systems are later described
in the next section. The architecture of BlockVOTE
is depicted in Figure 4. The architecture is designed
based on the smart contract capability of blockchain.
To improve the clarity of the explanation, the archi-
tecture would be explained in a step-by-step manner
according to the three main steps of any voting pro-
cess, which are (i) Poll Creation, (ii) Voting, and (iii)
Result Tallying. The details are as follows.

https://www.wired.com/story/theres-no-good-reason-to-
trust-blockchain-technology/
http://www.ethereum.org
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4.1 Poll Creation

Before creating a poll, a number of processes would
have been accounted for. The first process would deal
with the list of candidates that would be allowed to
contest in the poll. This would be covered in this
subsection. The second process would deal with the
creation of a voter registry - who would be permit-
ted to vote for the candidate. This process would be
discussed in the Voting subsection.

The process of creating the list of candidates would
require the candidates to declare their interest, and
the voting authorities would have to verify the qual-
ifications of the candidate before adding to the can-
didate registry list. The process of declaring the in-
terest and checking the qualification of the candidates
before approval would not be dealt by the system due
to the difference between voting authorities, and the
unsuitability of encompassing the process within the
architecture. The architecture then would only be
provided with the list of the candidate registry list
before the voting.

When the list of candidates is ready, the poll cre-
ator must send the list of candidates to the Poll Cre-
ation (see Fig. 4) module of the architecture. This
module is used for modeling the list of candidates into
a machine-readable format. The data model used for
modeling a candidate is described in Def 1.

Definition 1: Candidate: A Candidate, ¢, is a
choice within a poll that a voter can cast a vote to. It
is modeled as a 3-tuple ¢ =< 1d, desc, score >, where:
e id: is a unique number for identifying c;

e desc: is a user-friendly short textual description for
describing c;

e score: is a number representing number of votes
that ¢ got from voters.



BlockVOTE : An Architecture of a Blockchain-based Electronic Voting System 179

After all the candidates are modeled, the Poll
Creation would automatically pass the list of mod-
eled candidates to the BlockVOTE Contract Handler
module. BlockVOTE Contract Handler is responsible
for creating a BlockVOTE Contract, which is a smart
contract designed specifically for the proposed archi-
tecture. The formal definition of the BlockVOTE
Contract is given in Def. 2.

Definition 2: BlockVOTE Contract: A Block-
VOTE Contract, BV, is a smart contract which is
responsible for managing a poll, handling vote ac-
tivities, and tallying the result automatically. It is
defined as a 3-tuple, BV =< C,V, exp > where as:

e C: is a set of candidates defined as C =
{c1,¢2,¢5,...,en} ANVe; € Coe; =< i,desc, score >
(see Def. 1);

e V: is a set of voters who have cast a vote to one of
candidates in C, V = {v1,v9,03, ..., 05} AVv; € V,v;
is a blockchain-based cryptographic hash representing
an identity of a given voter;

e exp: is a date-time value indicating that when vot-
ers can still cast a vote to C,

When BlockVOTE Contract Handler receives a
poll creation request, it creates a new BlockVOTE
contract according to Def 2, while keeping V' empty,
and setting exp according to the request from a poll
creator. When a new contracted is created success-
fully, it is automatically deployed onto a pre-deployed
blockchain-based infrastructure on the Internet cloud
in such a way that, users can cast a vote to the con-
tract. It is to be noted that the we propose to keep
only the cryptographic hash identity of the voter only
in order to ensure the privacy and the anonymity of
the voter. The detail of the vote function of BV is
described in the next sub-section.

4.2 Voting

The process of creating the voter registry is an-
other important process in the poll before the voting.
The voter registry should contain the list of people
that are eligible for the voting and the voters would
need to be authenticated. In a traditional voting sce-
nario, the voting authorities would come up with the
list of potential voters, and would be responsible for
the verification of voters before they cast their votes.
This process would unlikely to be changed by any vot-
ing authority due to the importance of voter registry
and verification in voting, and that they are unlikely
to trust external sources in this process. Voter veri-
fication by using the blockchain is the other alterna-
tive, but the approach is unlikely to be adopted by
voting authorities, as that would surrender too much
authority to the blockchain.

To compromise with the current situation of vot-
ing, the architecture of the proposed system proposes
to defers to the voting authorities for identity verifi-
cation processes so that the voting authorities could

Algorithm 1 Vote: A BlockVOTE built-in function
Require:
BV: a BlockVOTE contract that a voter invokes
id: an ID number of a candidate that a voter who
invokes the contract wants to vote
v: a blockchain-based cryptographic hash of a
voter who invokes BV

1: if current date-time; BV.exp then

2: return False > Poll is expired

3: else if v is in BV.V then

4: return False > v has already casted a vote

5: else if none of c.id in BV.C' is equal to id then

6: return False > invalid candidate id

7. else

8: c.score = c.score+ 1 where ¢ € BV.CA c.id =
id

9: add v to BV.V

10: return True > Successfully cast a vote

11: end if

fulfill the voter validation/auditing. Each of the vot-
ers would have to be verified by the voting authori-
ties before they can cast their votes. The degree of
anonymity is not lost after the voting authorities have
verified the voters as the voters would cast their votes
to the blockchain without the requirement of the vot-
ing authority to oversee their votes. Based on that,
the architecture adopts the identity verification pro-
cess outside the voting contract, in which would fit
the process better than adopting the identity verifi-
cation process inside the voting contract.

After the poll creator uses Poll Creation module
and BlockVOTE Contract Handler module to create
a new BlockVOTE contract, voters can invoke the
vote functionality of the contract to cast a vote. The
functionality is defined as a built-in function which
uses BV as an input. The algorithm of the vote func-
tion is described in Alg. 1. In short, a voter casts a
vote by passing, (i) a contract to be voted, (ii) an
ID of a candidate that a voter wants, and (iii) their
own cryptographic hash identity, to the vote function.
The vote is a success only if when that voter has not
yet cast a vote, and provided candidate ID is valid.
The vote function rejects a vote when a voter has al-
ready cast a vote, or when provided candidate ID is
invalid.

Each time a vote has been cast by using a function
as described in Alg. 1, a new Block is created. One
block within BlockVOTE architecture stores one vote
transaction from one voter, and the most recent state
of the contract (i.e., a list of all candidates and their
corresponding score received).

4.3 Result Tallying

The result tallying is a process that is done when
the poll deadline has been reached. The tallying pro-
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cess is modeled as a smart contract-based function
that is executed automatically by the BlockVOTE
Contract Handler module when a poll deadline is
reached. The formal definition of the result tallying
function is given in Def. 3.

Definition 3: Result Tallying Function: A result
tallying function, tf, is a function for tallying the
result of a given poll. It is defined as

| false if cdate < BV.exp
tf(BV, cdate) = { R otherwise
where as:
e BV: is a BlockVOTE contract to be tallying tf,

BV =< C,V,exp > (see Def. 2);
e cdate: is a date-time when a tallying process is re-
quested.
e R: is an ordered set, R = {¢1, 2,3, ...,
R,c; € BV.C A c¢i.score < c;y1.5core
In short, the result tallying function returns a list
of candidates within a contract ordered by the score
that each candidate is received in descending order.
The function returns false to indicates that the tal-
lying cannot be done if the poll has not yet ended.
So far, the architecture has been described by using
all related formal definitions and algorithms. The
following section describes the implementation of the
proposed architecture.

ent AN Ve €

5. BLOCKVOTE: IMPLEMENTATION &

VALIDATION

To avoid developing everything from scratch, it
is always a common practice to reused an existing
framework or a library as much as possible. In this
case, to implement BlockVOTE, we choose to imple-
ment our proposal using an existing Blockchain ap-
plication framework. So far, to ensure that our archi-
tecture design is generic, we implement two separate
prototypes using two different Blockchain application
frameworks. Our first prototype is developed using
Ethereum framework®. The other prototype is de-
veloped using HyperLedger framework?®. This section
describes the implementation detail and the valida-
tion experiment of our prototypes.

5.1 BlockVOTE: Ethereum-based Implemen-
tation

Ethereum is the name of one of the most famous
cryptocurrency ecosystem. Unlike Bitcoin, Ethereum
supports a smart-contract capability in such a way
that, any Ethereum wallet owner can deploy their
own smart contract onto the Ethereum network glob-
ally to support their own business logic. To deploy
BlockVOTE in Ethereum, we have to follow the smart

https://www.ethereum.org/
https://www.hyperledger.org/

contract development framework of the Ethereum
foundation so-called the Truffle Framework®. The
architecture of our Etherum-based BlockVOTE im-
plementation is given in Figure 5.
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tion

In our prototype, as depicted in Figure 5, a poll
creator creates a poll using a simple web-based ap-
plication frontend. This frontend application takes
the list of candidates given by users to generate a
smart contract sourcecode that can be later used by
Ethereum. Ethereum specifies that a smart contract
must be written in Solidity language. The template
of our BlockVOTE contract in Solidity language is
given as follows.

pragma solidity ~0.5.0;
contract BlockVote {
struct Candidate {
uint id;
string desc;
uint score;
¥
mapping (address => bool) public voters;
mapping(uint => Candidate) public candidates;
uint public candidatesCount;
uint256 public exp_date;

function addCandidate (string memory _name) private {
candidatesCount ++;
candidates[candidatesCount] = Candidate(candidatesCount, _name, 0);
}
function vote (uint _candidateId) public {
require(!voters[msg.sender]);
require(_candidateld > O && _candidateld <= candidatesCount);
require (now > exp_date);
voters[msg.sender] = true;
candidates[_candidateId] .score++;

https://truffleframework.com
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After the contract code is generated, it is com-
piled using the Solidity compiler tool provided by the
Truffle Framework. The compiled contract is later de-
ployed onto the Ethereum network using the contract
migration tool which is also provided by the Truffle
Framework.

For each voter, in our prototype, they must have
their own voting application in their machine. The
voting machine can be a PC, a smartphone or a
tablet, which is capable of accessing the Internet. The
application utilizes Web3% and TruffleJS library for
interacting with the deployed BlockVOTE contract.

Despite the fact that voting must be free of charge,
according to Ethereum platform specification, a user
must spend some amount of Ether (the name of the
currency in Ethereum ecosystem) in order to create
a new block. The amount of Ether that a user needs
to spend depends on the size of data within the cre-
ated block. Therefore, in our Ethereum-based vot-
ing application, each user needs to connect their own
Ethereum wallet to the voting application before they
can cast a vote. The cost per vote in BlockVOTE ap-
plication, according to the automatic cost calculation
in Ethereum network, is 0.000652 ETH per vote.

For the result tallying process, we create a sep-
arate frontend for such a purpose. The library used
for tallying the result is also Web3 and TruffleJS. The
tallying process is done by listing all candidates and
their scores as noted within the contract to the fron-
tend. Our frontend rejects the tallying request if the
poll has not ended yet according to the expiry date
of the poll given in the contract.

5.2 BlockVOTE: HyperLedger-based Imple-
mentation

HyperLedger is an opensource blockchain plat-
form hosted by Linux foundation. Unlike Ethereum,
the designed of HyperLedger is not designated for
creating a public cryptocurrency-based ecosystem.
Instead, it is designed for developing a private
blockchain ecosystem where a private organization
can create its own blockchain network internally, and
deploy their business logic onto their network using
a smart contract-based mechanism. The architecture
overview of the HyperLedger-based BlockVOTE im-
plementation that we develop in this study is given
in Figure 6.

The architecture of BlockVOTE in Ethereum and
Hyperledger implementations are mostly similar. The
difference between both implementations are the lan-
guages for modeling a contract and a set of tools re-
quired. In HyperLedger, data models and built-in
functions are needed to be programmed separately.
Data models are written using a language specific
to HyperLedger named CTO language, while built-in
functions are written using Javascript. The template

https://web3js.readthedocs.io/en/1.0/
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that our architecture uses for generating a data model
and built-in function for creating a new BlockVOTE
contract is as follows.

//Data Model Template//
namespace org.acme.blockvote

participant voter identified by voterID {
o String voterID
o String fullName

asset ifVoted identified by voterID {
o String voterID
o Boolean isvote

¥

asset candidateVote identified by candidateID {
o String candidateID
o String short_desc
o Integer totalVote

transaction vote {
-=> candidateVote candidateVoteAsset
--> ifVoted ifVotedAsset

}

//Script Template//
’use strict’;

function vote(tx) {
if (!tx.ifVotedAsset.isvote) {
tx.candidateVoteAsset.totalVote = tx.candidateVoteAsset.totalVote + 1;
return getAssetRegistry(’org.acme.blockvote.candidateVote’)
.then(function (assetRegistry) {
return assetRegistry.update(tx.candidateVoteAsset)
.then(function(){
return getAssetRegistry(’org.acme.blockvote.candidateVote’)
b
»
.then(function () {
return getAssetRegistry(’org.acme.blockvote.ifVoted’)
.then(function (assetRegistry) {
tx.ifVotedAsset.isvote = true;
return assetRegistry.update(tx.ifVotedAsset);
b
s
} else {
throw new Error(’Vote already submitted!’);

}
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After the contract is generated, it is compiled and
deployed using HyperLedger Composer toolsets. The
compiled BlockVOTE contract is deployed in a net-
work of a pre-deployed HyperLedger Fabric” nodes.
It is to be noted that this step is obligatory when
using HyperLedger because HyperLedger is a private
blockchain-based platform. Hence, a set of nodes is
required for creating the infrastructure. This step is
not necessary for the Ethereum-based prototype be-
cause Ethereum already has an extensive network of
Ethereum node clusters available.

To cast a vote, as in our Ethereum-based proto-
type, voters need to have a frontend application to
cast a vote. The frontend application is developed us-
ing Angular® and a set of web-based REST API pro-
vided by HyperLedger Fabric for connecting to the
nearest HyperLedger Fabric node. A major differ-
ent between HyperLedger and Ethereum based pro-
totype is the fact the voting frontend application does
not require a cryptocurrency wallet because Hyper-
Ledger assumes that all the related infrastructure is
owned by the application owner themselves. Hence,
voters do not need to pay any fee to cast a vote in
HyperLedger-based implementation of our architec-
ture.

5.3 Validation Experiment

To validate our proposal, we conduct an actual poll
using both versions of our prototypes. A mock-up
poll with 10 candidate choices is created and deployed
in both of our Ethereum-based and HyperLedger-
based prototypes.

We consider the performance of the tallying pro-
cess to be crucial for a voting application. Hence,
we test our prototype by conducting three sets of ex-
periments with different number of votes in each set
of experiments. The number of votes used is 10, 50,
and 100 votes. The time delay between the time that
the result tallying function is requested and when the
result is actually available on the result notification
front end is measured. Five rounds of experiments are
conducted. The average delay of all five rounds of ex-
periments is recorded. The result is given in Figure
7.

Figure 7 shows that the tallying delaying for all
cases is almost constant for each respective imple-
mentation. The reason comes from the fact that ev-
ery block in the network always contains the latest
status of the contract. Hence, the tallying process
does not require accessing the whole data starting
from the beginning to the end of the chain. Only the
latest block is required for the result tallying. Addi-
tional experiments were planned with larger number
of votes to stress test the system. However the pre-
liminary results suggests that the delay in tallying

HyperLedger Fabric is a software that is used for creating a
blockchain server node for HyperLedger
https://angular.io/
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would not be significantly affected by increasing the
number of votes. Due to that, additional testing with
higher number of votes were deemed not necessary.

It can also be observed from the result that the
tallying process of HyperLedger is slightly faster than
Ethereum. This comes from the different of the inter-
nal consensus handling algorithm between Ethereum
and HyperLedger. Ethereum adopts a Proof-of-Stake
based consensus which requires a user to pay some
amount of Ether to warrant a transaction [23]. Hy-
perLedger uses a certificate-based consensus handling
algorithm through the Proof-of-Authority consensus
[24] using Apache Kafka library”. Proof-of-Authority
consensus works faster than Proof-of-Stake consensus
so0, it leads to the faster tallying process delay when
implementing BlockVOTE on HyperLedger. Nev-
ertheless, Proof-of-Stake has still recognized among
blockchain researchers and developers that it is a
more secure consensus handling mechanism [25] than
the Proof-of-Authority.

6. DISCUSSION

To deploy our proposal in an actual election, tech-
nical and management challenges are needed to be
carefully addressed and discussed. This section be-
gins with the technical discussion of our BlockVOTE
system. Next, the discussion on management issues
concerning the possibility and feasibility of adopting
BlockVOTE in practice. This section ends with the
comparison of our proposal to an existing electronic
voting system, and the traditional paper ballot-based
voting system.

https://kafka.apache.org/
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6.1 Technical Aspect

Major technical challenges of an electronic voting
system, as mentioned earlier are related to securing
network infrastructure and voting data. The major
vulnerability of an existing electronic voting system
comes from the fact that their architecture is mostly
centralized. A centralized-based architecture makes
it possible for cyber-attackers to target the main cen-
tral server to tamper with the result.

This study proposes the decentralized electronic-
voting system architecture using blockchain. By do-
ing so, voting data is now stored among the decentral-
ized blockchain nodes. Tampering with voting results
in one of the node is not likely to be possible to do so
because the tampered result will not be accepted by
other nodes through the consensus handling mecha-
nism of Blockchain. Hence, the challenges in securing
both infrastructure and voting data can be overcome.

The proposal system was implemented using
Ethereum and HyperLedger in this study. Both of
the Ethereum and HyperLedger-based prototypes can
be used for conducting a poll and tallying for the re-
sult in our validation experiment. One major issue to
be considered in both of the prototypes are the fact
that the Ethereum-based prototype requires voters
to own an Ethereum coin wallet before they can cast
a vote, while there is no such a requirement in our
HyperLedger-based prototype. This comes from the
fact that deploying BlockVOTE on Ethereum means
that all the voting data has to be stored in the public
Ethereum network. Hence, all voters need to follow
the Proof-of-Stake consensus protocol of Ethereum
by paying some amount of Ether before a vote can
be cast. This may consider being a disadvantage on
adopting Ethereum over HyperLedger because it is
not feasible to require all voters to own an Ethereum
wallet.

On the other hand, deploying BlockVOTE using
HyperLedger does not require voters to own any kind
of cryptocurrency wallet. However, a major disadvan-
tage of adopting HyperLedger is the fact that there is
a requirement to deploy several HyperLedger Fabric
nodes before the development of applications on the
network. This is required as there is no free public ex-
tensive network of HyperLedger in a similar manner
with Ethereum. Developers who seek to implement
an electronic voting application on blockchain need to
weight these mentioned limitations of Ethereum and
HyperLedger before starting any implementation.

6.2 Management Aspect

Regarding the management aspect, there is a need
to be ensured that the result of an electronic vot-
ing system needs to be trusted by all related parties.
Even though adopting blockchain mechanisms help
guarantee that all voting data is secured, trustable
and non-violable, there are still many management
factors, especially human factors to be addressed be-

fore the system can be deemed trustable. The issues
are summarized as follows.

o Educating wvoters: Adopting a blockchain-based
electronic voting system requires voters to have some
basic knowledge of technologies. Hence, voters whose
familiar only with a ballot-based voting system must
be well educated before a blockchain-based voting
system can be used practically. A trial mock-up poll
might need to be held first such that voters can have
some time to learn and adopt to the new voting sys-
tem,;

e Social Engineering/Human Error: The proposed
system can ensure that all the voting data can be kept
non-volatile after votes are cast. However, the pro-
posed system, along with many other voting systems
cannot prevent errors that might be occurred by mis-
take from voters (e.g., voting the wrong candidate).
The system also cannot prevent a social engineering
case, where voters can be tricked.

e Laws: In government-organized elections, such as
national elections, regional elections, or referendum
polls, using an electronic system are usually not ap-
proved legally. There are many legal considerations
that have been be fulfilled, before wider adoption
could be examined. In the example of a blockchain-
based approach, there are additional challenges due
to the fact that the voting authorities may not ap-
prove of such approaches due to the decentralized
nature of the approach. Laws and regulations of a
given government might need to be reconsidered be-
fore a blockchain-based electronic voting system can
be used.

6.3 Comparing the Voting Approaches

This subsection compares between the ballot based
system, electronic voting systems, online voting sys-
tems, and the proposed blockchain systems between
many different aspects. The summary of the discus-
sions is displayed in Table 1.

6.3.1 Accountability and Fraud Prevention

Accountability and fraud prevention are consid-
ered as important aspects of the voting system. Vot-
ing is expected to be fair and reflect the mandate of
the voting population. However, it is not possible to
remove all instances of voting fraud, as some of the
fraud are not the fault of the system but are beyond
the scope of the voting system such as vote-buying
instances. However, the discussion in this section ex-
plores the mechanisms of the voting system, and how
they can potentially prevent instances of fraud and
support accountability.

Ballot-Based systems are manual in nature. Due
to that, there is potential for fraud. However, to pro-
tect against fraud, stakeholders can monitor the elec-
tion and double-check the vote tallying to improve ac-
countability and prevent fraud in the election. How-
ever, this requires manning of vote tallying stations
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Table 1: Comparison between Different Voting Systems and Important Factors
Type of Voting System
Factors Traditional Electronic Voting Systems BlockVOTE
Ballot Based | Electronic Voting |Online Voting|Proposed Block
Systems Machines Systems [Chain Approach
?rca(fclllr;?:\ifé]ion Average Low-Average Low Good
Validity of Ballot Low Good Good Good
Extremely Slow
Vote Tallying Time Factor | Extremely Slow to Ave.rage Fast Fast
(Depending on
Architecture)
Extremely Expensive| Expensive Average
Cost Factor Expensive (Less on the (Less on the (Less on the
Long Run) Long Run) Long Run)

Accessibility Low Low Low-Average Average
Ease for Voter Turnout Low Low Low to High High
Implementation Difficulty Low Average Extremely Hard Hard
Training Required Low Average High High
Scalability Low Low Average High
Adoption Rates High Average Low Negligible

and monitors in all processes of the voting. This can
be expensive and time-consuming.

Electronic voting machines range in accountability
and fraud prevention. In examples of direct voting in
the machines [26], it is possible to easily modify the
tabular records to skew the election results directly.
However, some machines only print out ballots, which
is like the ballot-based systems. Some other systems
provide a direct voting system and prints out the bal-
lot in which would be used to verify the results of the
voting, though similar to ballot-based systems.

Online voting systems are considered the least se-
cure system due to the centralized nature of the vot-
ing server, and the potential to commit fraud any-
where along the chain of the system. Fraud that is
committed is also difficult to detect. From a security
standpoint, online systems have high risk.

The proposed blockchain decentralized system
(i.e., our BlockVOTE) would be considered the most
accountable system compared to the previous ap-
proaches. The system itself has mechanisms for fraud
detection built within the blockchain. By doing so,
voting data is now stored among the decentralized
blockchain nodes. Tampering with voting results in
one of the nodes is considered extremely difficult be-
cause the tampered result will not be accepted by
other nodes through the consensus handling mech-
anism of blockchain. It is possible to have a self-
auditing system that could not be easily modified due
to the nature of the distributed blockchain.

6.3.2 Validity of Ballot

One factor that affects voting is the validity of the
ballot, whether the voter has submitted a valid bal-

lot that follows the voting regulations and could be
tallied. In the example of ballot-based systems, it is
noticed that there is a minority of ballots that have
been discarded due to issues of being marked incor-
rectly. In some cases, the mismarks can be inten-
tional, but the majority are usually considered to be
unintentional [27]. Traditional systems depend upon
the voters to cast ballots that are valid.

For other systems, due to the electronic nature of
the system, it considered by default that all the bal-
lots that are submitted by the voter to the system to
be considered valid.

6.3.3 Voting Tallying Time Factor

One of the issues of voting systems is that it
takes significant time for the voting tallying to fin-
ish. In traditional ballot-based systems, the amount
of time required is extensive as the tally is done man-
ually. Electronic voting machines vary in the time
requirement. For systems that allow direct voting
into the machine, it is possible to quickly tally the
votes, though it is considered dangerous due to the
lack of accountability. Other systems that provide a
paper ballot printout, the results are similar to the
ballot-based systems due to the need to manually
tally the results. Online voting systems are consid-
ered the fastest in tallying the voting results due to
the centralized nature of the system. The proposed
blockchain approach could also accomplish the tally-
ing process in comparability quick time with central-
ized online voting systems, though just marginally
slower due to the multi-authority server authentica-
tion requirements.
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6.3.4 Cost Factor

The ballot-based system is expensive to conduct
due to the intensive manual undertaking of the vot-
ing. This is also coupled with the requirements of
preparing the ballots before-hand and the logistics re-
quired for the voting, in which little could be reused
in the next voting. For electronic voting systems, the
initial investment is considered extremely expensive.
This is due to the high cost of electronic voting ma-
chines that needed to be invested upon. However, the
electronic voting systems can potentially be reused,
saving the cost required for the paper printouts of the
ballots on subsequent elections. Online voting sys-
tems may seem cheap to implement, but due to the
security issues that plague centralized online systems,
it is important to invest significantly in security and
testing before deployment. This makes the cost of
robust elections systems considered expensive. How-
ever, this can be offset that future uses of the system
would require less investment and could be beneficial
in the long run. The proposed blockchain system,
in theory, is likely to cost the least. Due to the na-
ture of the blockchain technology, the security issues
and the distributed and decentralized nature of the
blockchain solves many of the outstanding issues that
must be addressed on online voting systems. Due to
that, the cost of development of a national level vot-
ing should potentially cost less than online voting sys-
tems. In addition, there is potential for reuse, making
the system cheaper to utilize in the long run, making
the approach very attractive on the cost factor.

6.3.5 Accessibility

Accessibility to voting is considered another im-
portant factor. When considering accessibility, it is
possible to examine the accessibility of the person to
the voting station, or the ability to provide accessi-
bility options to people who have disabilities to allow
them to vote. In examples of ballot-based systems
and electronic voting machines, there is little flexibil-
ity in both factors. The voting has to be conducted
on-site, and there are little options to help people
with disabilities in voting on the system. Online vot-
ing systems may provide more options in the accessi-
bility aspect. Due to the online nature, it is possible
to allow voters to vote online as opposed to prede-
fined voting stations. In addition, the client applica-
tion used is likely to be more customizable providing
greater accessibility options. This is not always guar-
anteed, as some online voting systems may be based
on EVM that require users to cast their vote in vot-
ing stations. The decentralized blockchain approach
may provide the best accessibility options. Due to
the distributed nature, it is not required that votes
must be cast on the voting stations. Also, the client
could be developed for accessibility options providing
the best performance.

6.3.6 Ease for Voter Turnout

Voter turnout is considered an important issue in
voting. It has been reported in the previous litera-
ture that there is a myriad of factors that can affect
voter turnout [28]. One such factor that has been re-
ported is that many people who did not go to vote
stated that the voting station was far and was the
primary reason against going to vote. Proximity to
the voting stations would then be considered one im-
portant factor in improving potential voter turnout.
Increasing voting stations is considered an expensive
proposition, so the issue is not covered. However,
some of the voting systems have the potential to al-
low remote voting, which eradicates the proximity to
the voting station from the equation. Online voting
systems and the proposed blockchain approach can
offer an advantage.

6.3.7 Implementation Difficulty

Traditional ballot-based systems are considered the
easiest to organize due to the simplicity in the sys-tem
and the years of experience in organizing voting.
Electronic voting systems require the implementation
of electronic voting machines which require additional
implementation overhead. However, the requirement
for electronic voting machines are generally less when
compared to online voting systems. Online systems
need to be secure, so that the risk of vote tamper-
ing or hacking during the voting would not occur,
and should be resilient that the system could han-
dle large numbers of concurrent users in adequate
time. Those requirements are considered very diffi-
cult to implement properly and there had been many
cases of online systems failing under high loads espe-
cially in larger election scenarios. In the example of
blockchain systems, the implementation of the sys-
tem is considered to be quite difficult. Luckily the
underlining mechanisms of the blockchain systems
could help mitigate many of the technical challenges
present.

6.3.8 Training Required

Ballot based systems are common, and usually,
the general population can cast their ballots without
much difficulty. However, when moving to electronic-
based approaches, there are some segments of the vot-
ing population that may not be well-versed with tech-
nology especially in the population with little IT lit-
eracy. There are some requirements for training for
usage with Electronic Voting Machines, but due to
the limited input possibilities, the training is consid-
ered trivial. However, for online voting or blockchain-
based approaches, there are requirements to educate
the population on how the system works extensively
to avoid such problems during the lead up to the vot-
ing. In addition to that factor, there has been a little
study on human-computer interaction on blockchain
applications [29], which makes it harder to developer
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intuitive applications for people to use.

6.3.9 Scalability

Scalability is another issue that needs to be ad-
dressed. For ballot based systems, the scalability is
low. Once the number of voters have been decided,
the number of ballots would have to be prepared ac-
cording to the number of voters. Any changes would
usually require the reprinting of ballots, in which the
process can take weeks to months to prepare for larger
elections. For electronic voting machines, the scala-
bility is also quite low. After the EVM have been pro-
cured, additional procurement of machines would not
be easy, and requires significant investment, which
factors heavily against the scalability. However the
EVM approach does not require reprints of the bal-
lots, and could scale better on that regard.

For centralized online voting systems, the ap-
proach scales better with lower number of voters.
However when expanding to higher number voters
that would use the system in short window of time,
multiple issues will have to be addressed. To han-
dle larger loads, a centralized system could not be
a monolithic architecture. Increasing the processing
and I/0 of the server is not adequate for those pur-
poses, and multiple approaches could be attempted.
Load-balancing systems could have to be applied with
the centralized system to help account for server
loads. However in elections, load-balancing would not
be adequate and other data approaches would be uti-
lized. Dedicated data service could be applied which
uses concepts of range, hash, or splitting to improve
the centralized system performance. Additional opti-
mization in lower level approaches in read and write
level could be done to improve performance. The
issues would cascade causing scalability to be expo-
nentially more difficult with higher loads.

The scalability issues are less of an issue with de-
centralized blockchain system. With decentralized
systems, scaling is less of an issue as the system was
initially designed for scalability. Expanding the scale
of the system would not be a huge undertaking in de-
centralized blockchain system, due to the system de-
sign. However the issue with the increased scale does
not come from handling the users directly, but from
the issue of consensus which could be time-consuming
for larger scale of operations. One issue that can help
alleviate the issue is that the proposed system does
not utilize the Proof of Work, consensus mechanism.
The Proof of Work consensus mechanism is consid-
ered to be slow, and the Proof of Authority consensus
mechanism was adopted due to the better fit in the
framework of voting, and due to the faster consen-
sus handling performance, which would offer overall
better scalability options.

6.3.10 Adoption Rates

Ballot based systems are the most common ap-
proaches in voting and are widely adopted in many
elections. Due to the slow speed in tallying and in-
accuracies in ballot based systems, electronic voting
systems have been utilized. There had been a num-
ber of national-level elections such in United States
of America [6], India 1°, and many other countries
that have utilized electronic voting systems with vary-
ing degrees of success. Due to the security chal-
lenges of online voting systems, online voting has
not been widely adopted and mostly has been used
on a trial basis. Experiments include trail voting in
USA [9] to test the feasibility and wider adoption has
been reported in Switzerland where online voting has
been used on trial basis on canton level voting and
the program has gradually been expanded ''. For
blockchain-based voting systems that are decentral-
ized, there has been negligible adoption. Due to the
decentralized nature of the system, many voting au-
thorities have not approved the approach due to many
reasons ranging from legal consideration, technical
issues, and management issues. One of the largest
adoption of the decentralized blockchain-based voting
system was recorded at the Moscow City Duma elec-
tion of 20192 where a total of 3 districts with approx-
imately 450,000 voters and 6% of the city residents
were voting with the blockchain system. Though
the voting results were considered a success, exter-
nal security experts have discovered weakness in the
implemented encryption scheme that was too weak,
and could be cracked. Though the blockchain system
was cracked, this was not due to the weakness in the
blockchain system itself, but from the weak encryp-
tion scheme implemented.

7. CONCLUSION AND FUTURE WORK

Though traditional centralized voting systems
have been used since the invention of democracy,
there is always some potential to improve the voting
systems. In the area of centralized voting systems,
there had been the exploration of usage of online vot-
ing systems which offer a compelling improvement
from ballot systems and electronic voting systems.
However online voting systems are complex and there
is potential for abuse in the system, without mecha-
nisms to double-check the results, that would have
severe ramifications to the results of the elections.

An alternative approach in the voting system is
to explore other approaches. Blockchain technology
which is an open, distributed and self-auditing ledger

EVM in India:
https://eci.gov.in/faqs/evm/general-qa/electronic-voting-
machine-r2/

Online Voting Details at Switzerland
https://www.ch.ch/en/demokratie/voting-online

Moscow City Duma Election 2019 - Blockchain Experiment
https://www.mos.ru/en/city/projects/blockchain-vybory/
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that can record transactions between parties in an
efficient, permanent, and verifiable manner is one
technology that could be adopted for use in voting
systems. As opposed to centralized voting systems,
blockchain could provide a decentralized system that
is robust and fulfill many of the needs required in
voting systems. The research has proposed Block-
VOTE: An Architecture of a Blockchain-based FElec-
tronic Voting System. The system was implemented
to test the feasibility of implementing a decentralized
voting system. The architecture, data models and all
related formal definitions are proposed in this study.
The architecture was validated by means of proto-
typing and experimenting using two different imple-
mentation frameworks which are Ethereum and Hy-
perLedger. The result shows that the proposed sys-
tem, in both of our implementations, can be used for
conducting a poll, keeping the result secured, while
keeping the result tallying time to be minimized.

Though the proposed voting system may provide
many advantages, there are numerous issues that
need to be addressed before the adoption of the tech-
nology could be used in voting that could have na-
tional level ramifications. The issue of voting au-
thority, voter registry, and trust are huge issues. For
national-level elections, voting authorities hold huge
power over the organization of voting, which is con-
sistent with the centralized nature of the voting sys-
tems. However, when changing to decentralized sys-
tems, there is less requirement of a central powerful
authority in voting systems that could cause conflict
due to limitation of power. To allow blockchain de-
centralized elections to work, the voter registry must
be provided to the blockchain. This is likely to face
resistance as voter registry is a sensitive national
data. Another issue is the issue of trust. Though
blockchain, in theory, provides self-auditing, which
makes the results fairer, the demotion of the central
voting authority may cause issues with trust, as no
central voting authority would be responsible for the
validation of the voting results. In a decentralized
blockchain, it would be changed to several author-
ity figures based on the design. As there is no cen-
tral voting authority, the declaration of results can be
difficult to comprehend as the results depend on the
self-auditing process in the blockchain that has been
verified by selected authentication figures.

However, if the issues addressed earlier have
been resolved, decentralized voting systems utilizing
blockchain technology can provide many advantages
over old centralized voting systems. Decentralized
blockchain, in theory, allows greater accountability,
accuracy and fraud prevention measures compared to
existing centralized voting systems and at a cheaper
cost. In the ballot casting process, there is potential
to improve the accessibility and voter turnout with
the framework. In addition to that, the voting tally-
ing process can be improved, and voting results could

be validated soon after elections.

For future work, there are several topics that the
research team is tackling. One of the areas is to exam-
ine another blockchain-based application framework,
or proposing our own framework that is more suit-
able to be used in an electronic voting system than
Ethereum or HyperLedger. Another area is to expand
the test voting scenario, and a larger voting scenario
could be explored and examined in further details.
Another area would be exploring the security of the
system, by attempting systematic attacks on the sys-
tem to examine the resilience of the system. Another
future work that would be useful is to propagate the
usefulness of blockchain technology in elections to a
wider audience so that the voting authorities and gov-
ernmental organizations would examine the technol-
ogy and may adopt it for future voting.
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